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Introduction / 
Overview
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Á Falsified / counterfeit medicines are a serious risk for the citizens all around the world

Á New legislation published on the 9th February 2016 as delegated act

Á This new legislation is mandatory for all EU members

Á Pan-European strategy to fight illegal medicine products

Á.ŀǎŜŘ ƻƴ ŀ άtƻƛƴǘ-of-5ƛǎǇŜƴǎŜ ±ŜǊƛŦƛŎŀǘƛƻƴέ

OurMission

MAH PatientPharmacyWholesalerManufacturer
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Where the data goes

MAH EU Hub

PharmacyWholesaler PharmacyWholesaler

NMVS NMVS

Parallel 
Distributor

ΧŀƴŘ manymorecountries!
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Challenges

Å Organisators

Å REKS

Å EMVO

Å Software providers

Å Solidsoft(EMVS/EU Hub)

Å Arvato

Å Pharmacy/hospital/wholesaler
SW providers/IT departments

Å Authorities

Å Primary distributors

Å Marketing authorizationholders

Å Contractmanufacturers

Å Wholesalers

Å Parallel distributors

Å Public pharmacies

Å Hospital pharmacies

Å Secondarydistributors

Å Army

Å Prisons

Å Airlines

Å Nursing homes

Å Drug treatment centers

Å NGOs

Å ...

Manystakeholdersareinvolved
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Master the Challenges

ÅOrganizeCooperation

ÅThe stakeholdersmust learnto act togetherin a newcontext.

ÅNew overarchingprocessesmust beestablished.

ÅStakeholders aredependingon eachother, 
i.e. delaysand errorswill propagateand accumulatedownstream. 
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Schedule
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Time Planning, High Level Perspective

ò Thereareroughly15 monthsleft until medicineverificationbecomesmandatoryin Europe

ò This isour plan to completethe projectwithin the availabletime framefrom Estonia:

ò Whatarethe resultsof eachphase?
[ŜǘΨǎgothroughthe five phasesshown.

Feb 9, 2019Nov 24, 2017

Phase 1
Initialization
Preparation

Phase 2
Ramp-up A

Start 
onboarding

of MAHs

Phase 3
Ramp-up B

Start onboardingof
pharmacies/wholesalers

and hospitals

Phase 4
Ramp-up C

Onboardingof remaining
pharmacies/wholesalersandhospitals

Phase 5
Production

Onboarding of last minute stakeholders, official 
production start
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Phase 2
Ramp-up A

Start onboardingof
MAHs

Phase 3
Ramp-up B

Start onboardingof
pharmacies/wholesalers

and hospitals

Phase 4
Ramp-up C

Onboardingof remaining
pharmacies/wholesalersand

hospitals
Feb 9, 2019

Phase 5
Production

Planning, Detail View
Phase 1: Initialization

Results of the Initialization phase

Organization:
Á A final requirements analysis for the NMVS has been made
Á The major project decisions have been taken
Á The planning is complete
Á All software suppliers have registered themselves in the software supplier portal
Á The description of the NMVS web service interface has been made available to all software suppliers of 

pharmacies and wholesalers
New functionalities:
Á The MAHs are preparing the production of serialized Medicines
Á The MAHs are able to upload product/pack data to the EU Hub 
Á A connection between the NMVS and the EU Hub has been established
Á The EU Hub can upload product/pack data to the NMVS

Phase 1
Initialization
Preparation
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MAH

EU Hub
(EMVS)

Parallel 
Distributor

National BlueprintSystem
(NMVS Estonia)

Data upload
(products, packs)

Planning, Detail View
Phase 2: Ramp-up A

Duringphase2, the highlightedinformationflowswill be tested:

Data upload
(products, packs)

Phase 3
Ramp-up B

Start onboarding of 
pharmacies/wholesalers 

and hospitals

Phase 4
Ramp-up C

Onboardingof remaining
pharmacies/wholesalersand

hospitals
Feb 9, 2019

Phase 5
Production

Phase 1
Initialization
Preparation

Phase 2
Ramp-up A

Start onboardingof
MAHs
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Results of ramp-up phase A
Usage:
Á The first serialized medicines have been manufactured and put into the supply chain.
Á Product/pack data have been transferred to the NMVS, i.e. the information flow between MAHs and the NMVS 

via the EU Hub has been tested

Organization:
Á A small group of pharmacies and wholesalers has been chosen to test the verification/dispensing of medicines 

in Phase 3

New functionalities:
Á The first pharmacy software suppliers have already connected their software products with the NMVS web 

services interface
Á A web app will be provided as fall-backscenario for Phase 3 (if the software suppliers are not fast enough)

Planning, Detail View
Phase 2: Ramp-up A

Phase 3
Ramp-up B

Start onboarding of 
pharmacies/wholesalers 

and hospitals

Phase 4
Ramp-up C

Onboardingof remaining
pharmacies/wholesalersand

hospitals
Feb 9, 2019

Phase 5
Production

Phase 1
Initialization
Preparation

Phase 2
Ramp-up A

Start onboardingof
MAHs
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DuringPhase 3, additional dataflowswill be tested:

Planning, Detail View
Phase 3: Ramp-up B

Officine, 
ƘƾǇƛǘŀƭ

MAH

European Hub
(EMVS)

Parallel 
Distributor

National BlueprintSystem
(NMVS Estonia)

Wholesaler

Verification,
dispense

Requests and pack statuschanges
Requests and pack statuschanges
for multi-marketproducts

End-user 
GUI

End-user 
GUI

Wholesaler 
software

Pharmacy 
software

Pharmacy

Data upload
(products, packs)

Data upload
(products, packs)

Phase 2
Ramp-up A

Start onboardingof
MAHs

Phase 4
Ramp-up C

Onboardingof remaining
pharmacies/wholesalersand

hospitals
Feb 9, 2019

Phase 5
Production

Phase 1
Initialization
Preparation

Phase 3
Ramp-up B

Start onboardingof
pharmacies/wholesalers

and hospitals
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Resultsof Ramp-up phaseB 

Usage
Á The first serializedMedicineshavearrivedat the pharmacies/wholesalers.
Á The first softwaresuppliershaveconnectedtheir pharmacy/wholesalersoftwarewith the NMVS web services.
Á Pharmacies/wholesalershaveverified/dispensedthe first serializedMedicines,

i.e. the informationflow betweenthe MAHs andthe NMVS hasbeentestedend-to-end.  
Á The web appisno longeravailablefor testing.

Organization

Á The onboardingof the majorpart of the pharmaciesandwholesalershasbeenprepared

New functionalities

Á The NMVS web services are fully functional, includingmulti-country transactions. 

Planning, Detail View
Phase 3: Ramp-up B

Phase 2
Ramp-up A

Start onboardingof
MAHs

Phase 4
Ramp-up C

Onboardingof remaining
pharmacies/wholesalersand

hospitals
Feb 9, 2019

Phase 5
Production

Phase 1
Initialization
Preparation

Phase 3
Ramp-up B

Start onboardingof
pharmacies/wholesalers

and hospitals
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DuringPhase 4, the functionalityof the variouspharmacyand wholesalersoftwaresystems will be tested:

Planning, Detail View
Phase 4: Ramp-up C

Officine
OfficineGrossiste

MAH

European Hub
(EMVS)

Parallel 
Distributor

National BlueprintSystem
(NMVS Estonia)

Wholesaler Pharmacy

Verification,
dispense,

lock, sample,
undo dispense ...

Wholesaler 
software

Pharmacy 
software

Data upload
(products, packs)

Data upload
(products, packs)

Requests and pack statuschanges
for multi-marketproducts

Requests and pack statuschanges

Phase 2
Ramp-up A

Start onboardingof
MAHs

Phase 3
Ramp-up B

Start onboardingof
pharmacies/wholesalers

and hospitals
Feb 9, 2019

Phase 5
Production

Phase 1
Initialization
Preparation

Phase 4
Ramp-up C

Onboardingof remaining
pharmacies/wholesalersand

hospitals

Pleasebeawarethat all 
pharmaciesneedto have
scannersthat areableto
readand process2D-
DataMatrix-Codes 
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Resultsof Phase 4:

New functionalities
Á All softwaresuppliershaveconnectedtheir systems with the NMVS web services
Á The newpharmacy/wholesalersoftwaresystems havebeeninstalledat almostall pharmaciesandwholesalers

Organisation
Á The softwaresuppliershavetrainedtheir usersat pharmaciesandwholesalers

Utilization
Á The newsoftwareversionhavealreadybeenusedat the pharmaciesandwholesalers
Á The vastmajority of medicamentpackson the Estonian markets isnow serialized

Planning, Detail View
Phase 4: Ramp-up C

Phase 2
Ramp-up A

Start onboardingof
MAHs

Phase 3
Ramp-up B

Start onboardingof
pharmacies/wholesalers

and hospitals
Feb 9, 2019

Phase 5
Production

Phase 1
Initialization
Preparation

Phase 4
Ramp-up C

Onboardingof remaining
pharmacies/wholesalersand

hospitals
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Results until Feb 9, 2019:

New functionalities
Á The new developed pharmacy/wholesaler software systems have been installed at all pharmacies and wholesalers

Utilization
Á The verification of Medicines has become a routine at the pharmacies and wholesalers.
Á Almost all medicament packs on the Estonian market are now serialized.

Planning, Detail View
Phase 5: Production

Phase 2
Ramp-up A

Start onboardingof
MAHs

Phase 3
Ramp-up B

Start onboardingof
pharmacies/wholesalers

and hospitals

Phase 4
Ramp-up C

Onboardingof remaining
pharmacies/wholesalersand

hospitals

Phase 1
Initialization
Preparation Feb 9, 2019

Phase 5
Production
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Software Supplier
Onboarding
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Share Knowledge Enable for Start
Support 

Implementation 
Assist 

Testing/Validation

Howto Support the Integration for Software Developers

ÁGet support in case of 
technical problems
ÁFAQ is available

ÁQuality assurance with 
complete test set for 
all relevant use-cases

ÁShort registration 
process
ÁHand out (first) 

documentation about 
the National 
Verification System
ÁHand out technical 

information (WSDL)

ÁCreate a User Account 
and hand out client 
certificates
ÁGet access to the 

NMVS Integration 
environment
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Onboarding Procedure for Software Suppliers
Three steps

(1) Software Supplierregisterswith the softwaresupplierportal and 
appliesfor access.

(2) REKS checksthe requestand approvesportal access.
Eachsoftwaresuppliergetsoneportal useronly.

(3) Software supplier... 
Å downloadsdocumentation(handbooks, WSDLs, XML)
Å checksfor news& updates
Å submitsquestionsandservicerequests
Å downloadscertificatesfor the NMVS integrationenvironment
Å downloadstest setsto ...

Å ... test againstthe NMVS integrationenvironment
Å ... qualifyits softwarefor the NMVS productionenvironment

ò All Software Suppliersneedto alignwith REKS beforetheywill beapprovedto access theΰ{ƻŦǘǿŀǊŜ Supplier
tƻǊǘŀƭΨ ƛƴ step2!
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Onboarding Procedure for Software Suppliers
OverviewSoftware SupplierPortal

https://www.sws-nmvs.eu

Dokument
άL5-ллп {ƻŦǘǿŀǊŜ {ǳǇǇƭƛŜǊ hƴōƻŀǊŘƛƴƎέ

https://www.sws-nmvs.eu/
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Onboarding Procedure for Software Suppliers

Distribution Pack 1 Distribution Pack 2

Update of Distribution Pack 1

Χ ҐҔ ώ¢5-001] Interface Description for Distributors
Χ ҐҔ ώC5-002]
Χ ҐҔ [ID-003] Short Description for Sharepoint-Users
Χ ҐҔ ώC5-002] Implementation Guideline NMVS

+

Å Completetechnicalinterfacedescription
Å Implementation examplesfor webservice-clients:

Å Single Transactions
Å Offline concecpt
Å Bulkconcept
Å Java example
Å C# example
Å Generictest concept
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Onboarding Procedure for Software Suppliers
Software Developer Kit

!ǊǾŀǘƻ ǿƛƭƭ ǇǊƻǾƛŘŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǊŜǎƻǳǊŎŜǎ ŀǎ ǇŀǊǘ ƻŦ ŀ ά{ǘŀǊǘŜǊ ǇŀŎƪŀƎŜέΥ

ò Interface documentation (Technical / XSD, Use-Cases and API usage)

ò Test environment incl. test accounts and test data

ò Code samples (c#, java)

ò Reference implementation (c#, java) of client stubs and offline functionality

ò Comprehensive testing plans ςcover functional and non-functional tests

ò SOAP-UI Mock Testing Project 

ò Approval of client software on integration environment

ò General information

ò Detailed roadmap regarding future developments and interface releases
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Questionsandanswers
FAQs

Χ

Questions? Pleasecontact:
NMVS Software Supplier Support Team
support@sws-nmvs.eu

mailto:support@sws-nmvs.eu
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OnboardingProcedurefor SoftwareSuppliers (Flow Chart)

Arvato SWS 
Sandbox

NMVO

Stakeholder  (SW-
Supplier)

Information, that 
Arvato registration 
portal is ready to use

Registration @ Arvato 
SWS Portal

Send email
confirmation request

Approveaccount

Create useraccount 
and send out 
credentials

Enableown software 
to work with NMVS

Create client 
certificate

Test own software 
against SWS Sandbox

Approvesoftware 
version

Arvato SWS
Portal

Confirm email address

Grant user access to 
Portal
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Which systems are important for Software Suppliers? 

NMVS Software Supplier Portal 

Registration page  https://sws-nmvs.eu/register
Register as a Software Supplier

Login page https://sws-nmvs.eu
Login and access documentation

NMVS Certificate Management System 
Login page https:// portal-pki-int-bp.nmvs.eu/NMVS_PORTAL_PKI

Login and download a certificate to connect with the NMVS Integration Environment
(switch to English language on the upper right side of the page) 

Generic NMVS Integration Environment
End points https://ws-single-transactions-int-bp.nmvs.eu:8443/WS_SINGLE_TRANSACTIONS_V1/SinglePackServiceV10

Call web services via end points on the Generic NMVS Integration Environment, e.g. single 
pack transactions via the end point shown above 

Onboarding Procedure for Software Suppliers (2)

https://sws-nmvs.eu/register
https://sws-nmvs.eu/
https://portal-pki-int-bp.nmvs.eu/NMVS_PORTAL_PKI
https://ws-single-transactions-int-bp.nmvs.eu:8443/WS_SINGLE_TRANSACTIONS_V1/SinglePackServiceV10
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How does the registration process work in detail?

After you have registered and been approved by the NMVO, you will receive three e-mails.

1. E-mail 1 informs you that you have now access to the Software Supplier Portal. 
Just use the credentials you have defined during the registration process (i.e. your e-mail address and the password 
you have chosen).

2. E-mail 2provides additional user credentials for the NMVS Certificate Management System
and theGeneric NMVS Integration Environment.
You will use these credentials to access the NMVS Certificate Management System and to authenticate yourself 
towards the Generic NMVS Integration Environment (together with the digital certificate downloaded in step 3).

3. E-mail 3provides a TANwhich is required to download your individual digital certificate from the NMVS Certificate 
Management System. 
Important: Do not forget to note the passphrasewhich will be displayed when downloading the certificate. You will 
need the passphrase to activate the certificate.

Onboarding Procedure for Software Suppliers (3)
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(1) NMVO collects end user addresses (street pharmacies, hospital pharmacies, 
wholesalers, etc.).

(2) NMVO creates user groups (clients) for the different types of end users.

(3) NMVO creates user accounts by importing end user addresses to the NMVS 
and assigning them to user groups (clients).

Onboarding Procedure for End Users 1)

1) Any entity a) obliged to verify medicines and  b) distributing medicines to patients or other entities, e.g. a pharmacy
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(4) NMVO exports end user data including onboarding/logon data from the NMVS.

(5) Based on the exported end user data, the NMVO orders a service provider to 
send onboarding/login data to the end users, e.g. via mail and e-mail. 
For security reasons, two independent communication channels are needed.

(6) With their access data, end users log on to the NMVS portal. They now can 
download certificates and connect with the NMVS via Web Service and/or Web 
GUI.

Onboarding Procedure for End Users

@
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All softwaresuppliersmust

Å Understandthe NMVS web serviceinterfaceand specifythe requiredchanges
to their softwareproducts

Å Reserve implementationcapacities

Å Implementand test the specifiedchangesto their softwareproducts

Å Coordinatethe rollout of their newsoftwareproductreleasesto the
pharmacies

Å Kick off with the Implementation Guideline
(FD-002 Implementation Guideline)

Whatexactlyneedsto be done?
(softwaresuppliers)
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Integration 
scenarios
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Comparison of User Integration Scenarios
1: Direct Integration

National Repository 
(NMVS) 

Local user software

Legend

Digital certificate, 
managed by Arvato

Pharmacy

Pharmacy

Apotek 1 Hygiea, 
Stavanger

Vitusapotek 
Jernbanetorget, 
Oslo

Direct Integration

1. For each user, name and address are registered with the 
NMVS.

2. Each user has an individual user ID, password, and 
certificate to access the NMVS. 

3. Each user sends transactions including its user ID directly 
from its own IT system to the NMVS

4. With each transaction, the name/version of the local 
software is transmitted to the NMVS.

Wholesaler
Apokjeden 
Distribution AS, 
[ǄǊŜƴǎƪƻƎ

Transactions, e.g. Dispense

database with
user names/addresses


